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Review of information management and security

Terms of Reference

Background

1.

In October 2019 computer equipment belonging to an external provider to the
Commerce Commission (the Commission) was stolen in a burglary (the incident).

The equipment contained |G, o5 =

range of the Commission’s work.

As a result of this incident the Commission engaged Richard Fowler QC to undertake
an independent review of the circumstances that led to the incident.

In addition to the Richard Fowler QC review, the Commission has initiated this
review of its information management and security.

Objective of the review

4,

The Commerce Commission (the Commission) is entrusted with, creates, and
disseminates information in the course of its operations, and effective, secure
information management is important to public confidence in the Commission.

The objective of the review into information management and security (the review)
is to complete an independent assessment of the Commission’s information
management and security and to report to the Board on the Commission’s maturity,
culture, control gaps, and improvement opportunities in relation to them.

The reviewer will make recommendations on how to address any issues identified in
the review.

The focus of the review will be forward-looking with a view to building the
Commission’s capability and maturity in information management and security.

Appointment

8.

Nature

9.

3649226.1

The Board of the Commission has appointed KPMG (the reviewer) to conduct the
review,

and scope of the review

The reviewer will complete the review using the government’s Protective Security
Requirements (PSR) and industry best practice as frameworks against which to
assess the Commission’s information management and security.


















